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1. OEJIX U 3AJAYU OCBOEHUSA JUCHUIIJINHbI

Ieu ocBOeHMS TUCIUIITHHBI:

OCHOBHO LIEBIO OCBOCHUS TUCHHIUTHHBI «[IporpaMMHoO-anmapaTHbIE CpeACTBa 3alIUThI
uHpopManum» sABIgeTcs (HOPMUPOBAHHME Y CTYJACHTOB 3HAHUH O CIIEKTpE MPOTPaMMHO-
amnmapaTHBIX CPEICTB oOecredeHus: MH(OOPMAIMOHHOW O€30MacHOCTH, a TaKXKe HABBIKOB W
YMGHI/Iﬁ B NPpUMCHCHUU 3HAaHUHU AJIs1 KOHKPETHBIX YCHOBHﬁ. KpOMe TOro, NCJIbKO AUCHUIIIINHBI
SIBIISICTCSI Pa3BUTHE B MIPOIIECCE OOYUCHUSI CHCTEMHOTO MBIIIUICHUS, HEOOXOAUMOTO IS PEIICHHS
3aJa4 MO0 HAcTpoOiKe, BBIOOPY M SKCIUTyaTallMd HPOTPaMMHO-alIapaTHBIX CPEJCTB 3aIlUTHI
nHpopmanuu.

3aga4yu 0CBOEHHS THCHHUIJIMHBI:

OCHOBHBIE 33/1a4¥ TUCIHILINHBI — 1aTh 3HAHUS:

- 0 MCTOJaX U CPCACTBAX 3allUTLL I/IH(bOpMaI_[I/II/I B KOMIIBIOTCPHBIX CUCTEMAX,

- 0 3aIIUTHBIX MEXaHN3MaX, pEaAIM30BaHHBIX B CPEICTBAX 3AIIUTHl HHPOPMAIIMOHHBIX CH-
CTEM;

- 0 COBPEMEHHBIX ITPOTPaMMHO-aINMapaTHBIX CPEJCTBAX 3aIIUTHl HHPOPMAIINH;

- O IPUMEHEHHUH CPEJICTB KPUNTOrpauueckon 3auiuThl HHPOPMALIUN U CPEICTB 3aLUThHI
unpopmaruu ot HCJI anis pemenus 3agad odecnedeHus: HHPOpMaImoOHHOW 0€301MacHOCTH.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

Jucuummuaa «[IporpaMMHo-anmapaTHble Cpe/CTBa 3alIUTHl HHPOPMAIUI U3Y4aeTCs B
8 cemecTpe W OTHOCUTCS K 00s3aTenbHOM dYacTh auciuiuinH Oioka B1.0 cmenmanmbHOCTH
10.05.03 "Un¢popmanroHHas 6e30MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM".

Kypc yueOHON OUCHMIUIUHBI TECHO YBSI3aH C JAPYTUMHU y4€OHBIMU JHUCUUIUIMHAMU, B
nepByro ouepenb ¢ Kypcamu «Pusnka», «IJEKTpPOHMKA M CXEMOTEXHUKa», «bezomacHocTh
OTEepaAIlMOHHBIX cucTemM», «OCHOBbI MHQOpPMAIMOHHOM Oe3omacHOCTH», «MeToabl U CpeacTBa
3amUThl UHQOPMAIIMKM OT YTEUYKH MO TEXHHYECKUM KaHaiam», «CHCTEMBI U CETH Tepeaaqu
uH(pOpMaLMN», MO3BOJSIOIIMMH MOHATh (PU3NYECKYIO0 CYIIHOCTh BOBHUKHOBEHHUS TEXHHUYECKHX
KaHAJIOB YTEUKH WMH(POpPMALMU, BO3MOKHOCTH COBPEMEHHBIX CPEJICTB TEXHHUYECKOW pa3BElIKH,
METO/Ibl K CLIOCOOBI 3aIIUTHI OT YTEYKU MO0 TEXHUUECKUM KaHaJaM.

Jlnsi OCBOGHHUSI AMCUUIUIMHBI CTYICHT JOJDKEH UMETh CIEAYIOIIUEe «BXOIHbIC» 3HAHMS,
YMEHHUSI, HABBIKU U KOMIIETCHIINU:

3HaHHE 0Aa30BBIX MOHATUH B 00MacTH (U3UKH, BEIYUCIUTEILHON TEXHUKH, dJEKTPOHUKH
U CXEMOTEXHUKH;

CIOCOOHOCTH MCIIONIb30BaTh HOPMATHUBHBIE TPABOBBIC IOKYMEHTHI;

CIIOCOOHOCTH aHATM3UPOBATH TPOOIEMBI U TIPOIIECCHI;

CIOCOOHOCTh HUCIOJIb30BAaTh OCHOBHBIE 3aKOHbBI E€CTECTBEHHO-HAYUHBIX JUCLMIUIMH,
MPUMEHSTh METO/Ibl MATEMAaTUUYECKOTO aHAIN3a U MOJAEITUPOBAHUS.

OCHOBHBIEC TOJIOKEHUSI JUCIMIUIMHBI WCHOJB3YIOTCS B JallbHEHIIEM MpH U3yYeHHH
TaKUX JUCHUIUIMH KakK: «be30macHOCTh BBIUMCIUTENBHBIX ceTeil»; «Pa3paboTka u skcmtyaranus
3aIUIIEHHBIX AaBTOMATHU3UPOBAHHBIX CUCTEM»; «be30macHOCTh OTKPBITHIX HH(GOPMAIIMOHHBIX
cucrtem»; «HHCTpyMEeHTallbHbIE CpEACTBA  KOHTPOJS  3alIUIIEHHOCTH  HH(QOpMAIUI;
«CepTuduKams CpeaCTB 3aUTH HH)OPMAITII.
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3. IEPEYEHD IIVTAHUPYEMBIX PE3YJIBbTATOB OBYYEHMUSA
IO JMCIMIVIMHE (MOAYJI10), COTHECEHBIX C IINTAHUPYEMbBIMH
PE3YJbTATAMHU OCBOEHHUS OBPA3OBATEJIBHOM ITPOT'PAMMBI

[Iporiecc wm3ydeHUs AUCHUIUIMHBI HAmNpaBieH Ha (OPMHUPOBAHUE  CIEAYIOLINX
KOMIIETECHIINH:
Kon ) HauMeHoBaHue | [lepeyens mJaHMpyeMbIX Ppe3yJbTATOB OOy4YeHUSI MO

pea.ﬂmyeMoii KOMIICTCHII MU

JAUCHUIIJIMHE (MOIIyJ'IlO), COOTHECEHHBIX ¢ HHIAUKATOPpaMH
JOCTHKEHHS KOMIIEeTEHIIUI

OIIK-9 - Cnocoben pemiaTh
3ajaun  1poecCHOHATBbHON
NCATCIBHOCTH  C  yYETOM
TEKyIIeT0  COCTOSIHHSL |
TEHJCHIIMA Pa3BUTH UHQOP-
MaIHOHHBIX TEXHOJIOTHIA,
CpEeACTB TEXHUYECKOU
3amuThl UH(pOpPMAIUH, CETel
u CHCTEM nepeavun

3HaTh:

OCHOBHBIE 33J1auil TPO(PECCUOHATBHON IESTETBHOCTH C YYETOM
TEKyLIETO COCTOSIHUS u TEHICHIIUN pa3BUTHSA
UHPOPMALIMOHHBIX ~ TEXHOJIOTHH, CPEeICTB  TEXHUYECKOM

3aluThl HHGOpPMAIUK, CeTel U CUCTEM Nepenauu HHpopMaluu
Ymers:

pemarh 3agadu NpodecCHOHAIbHOU AEATEIbHOCTU C yYeTOM
TCKYIICTO COCTOSAHUA )41 TGH,Z[@HLII/Iﬁ Pa3sBUTUA
WH()OPMAIMOHHBIX ~ TEXHOJOTHUM, CPEACTB  TEXHUYECKOU

BOJMTH AHAJIN3 YSI3BUMOCTEU
CHCTEM 3aIlUThl HHPOPMALUU

uHhopManuu 3amUThl MHQOPMAIIUHU, CETeH U CUCTEM Tepeladun
Baanern:

HaBBIKAMU PEIICHHs 3a/1a4d Mpo(ecCHOHAIBHON NeSATeThbHOCTH
C YYeTOM TEKYLIero COCTOSHUS U TEHIACHIMN pa3BUTHUS
WH(OPMAIIMOHHBIX TEXHOJIOTUI

OIIK-10 - Cnocoben wuc- | 3uarth:

MOJIb30BAaTh CPEACTBA KPHI- | OCHOBHBIC CpeacTBa KpunTorpaduueckoit 3aIUTHI

Torpapuieckon 3a0IUThl | MHQOpPMALlMK,  UCHOJB3yeMble  IpPU  pEIIeHWHd  3aaay

uHpOpMAlMK TIPH PELICHUH | TPOPECCUOHATHHOM e TeTbHOCTH

3aga4 po¢eCCHOHAIBHON | YMeTh:

NeSTeNbHOCTH MPaBUIHHO MCIOJIb30BaTh OCHOBHBIC CpencTBa
Kpunrorpaguieckol 3ammTel WH(pOpPMAIUKA TIPH  pPEUICHUN
3a/1a4 npoQecCUOHANBHOMN IeITeTbHOCTH
Baanern:

HaBBIKAMU TPABWJILHOTO HUCIOJIB30BAHUS OCHOBHBIX CPEICTB
Kpunrorpaguieckol 3ammTel WH(pOpPMAIUKA TIPH  pPEUICHUN
3a/1a4 npo)eCCUOHANBHOMN IEATeIbHOCTU

OIIK-13 - Cmnocoben opra- | 3HaTh:

HU30BBIBATh W  MPOBOAWTH | MOPSJOK JHATHOCTUKH W TECTUPOBAHUS CHUCTEM 3allUThHI

IUarHOCTUKY W TeCTHPO- | UHPOpMAaIK1 aBTOMaTH3UPOBAHHBIX CUCTEM

BaHUE CHUCTEM 3alIUThl | YMeTh:

nHpopManuu AaBTOMATH- | OPraHU30BbIBATh U MPOBOJAUTH JUArHOCTUKY UM TECTUPOBAHHE

3UPOBAaHHBIX CHCTEM, TIPO- | CHCTEM 3alIUThl WH(OPMAIMA aBTOMATH3UPOBAHHBIX CHUCTEM,

MIPOBOAMTDH aHAJIHU3 YSI3BUMOCTEN CUCTEM 3aIUTH HHGOpMAIIUU
ABTOMATU3UPOBAHHBIX CUCTEM

ABTOMAaTU3HWPOBAHHBIX B.Ha[leTb:

CUCTEM HaBbIKAMHM OpraHu3alluld U IIPOBCACHUSA JIUArHOCTUKU U
TECTUPOBAHUS CHUCTEM 3aIIUTHl WH(POPMAIIMH aBTOMAaTH3HUPO-
BAHHBIX CUCTEM, MPOBEACHUS aHaIu3a YSA3BUMOCTEH CUCTEM
3alIHUThI I/IH(l)OpMaHI/II/I ABTOMAaTHU3HWPOBAHHBIX CUCTEM
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4. OBIIAA TPYJOEMKOCTDb JUCIIUIIJIMHbI

4.1. O0beM IMCHUILIHHBI B 3a49€THBIX eIUHMLAX (Bcero) 4.
4.2. O0beM IMCHUILUIMHBI 110 BHAAaM y4eOHOH padoThl (B yacax):

Bua yueoHoii KonuuyectBo uacoB ((popma obyuenuss  ounasn
padoThI
Bcero no niiany B T1.4. mo cemecTpam
8 cemectp
KonrtakTtHas
padora 90 90/90*
o0ydaromuxcs ¢
penoaaBareieM
AynutopHble 90 90/90*
3aHATHUS:
Jlexiuu 36 36/36*
[IpakTnueckue u
CEeMHUHApPCKHe 36 36/36*
3aHSATHUS
JlaGopaTopHsble
padorsI 18 18/18%*
(;mabopaTopHbIit
MIPAKTUKYM)
CamocrosiTenbHas 13 13
pabota
dopMa TEKyLIEro -TectupoBanue
KOHTPOJISI 3HAHUN Ha CeMHUHapax;
U KOHTpOJNS ca- - BOIIPOCHI TIPH
MOCTOSITEILHOM 3amuTe Jabopa-
paboTshr: TOPHBIX PadOT
TECTHPOBAHUE, - pecdepaTsl Ha
KOHTp. paborTa, 3a/1aHHBIE TEMBI
KOJUJTIOKBUYM,
pedepar u ap. (ue
MeHee 2 BHIOB)
Kypcogas pabora
Buanl
IPOMEXKYTOUHOMN JK3aMeH 9K3aMeH
aTTecTaluu 36 36

(’K3ameH, 3a4eT)

Bcero yacoB no
TUCLUIUINHE:

144 ¢ sx3aMeHOM

144 ¢ sx3aMmeHOM

* B cmydae HEOOXOAMMOCTH MCIIOJIB30BAHMS B YUEOHOM IMPOIECCE YACTUYHO/MCKIIIOUUTEITEHO
JOUCTAHIITMOHHBIX O6pa3OBaTeHBHBIX TGXHOJ’IOI‘I/II\/'I B Ta6J'II/II_I€ t-I€p€3 CJICII yK%bIBaGTCH
KonudecTBO yacoB padotsl [II1C ¢ obyuaromumMucs ajis mpoBeeHUS 3aHATHN B JUCTAHIIMOHHOM
dbopMaTe ¢ MPUMEHEHHEM JJIEKTPOHHOTO O0YUCHHUS.
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4.3. Conepkanne TUCHHUILINHBI (MoayJif.) Pacnpenenenne 4acoB mo reMamM M BUIaM

yueOHo# padoThI:

dopma o0yueHHs OuHas
Bcero Bujpl yaeOHBIX 3aHATHIA
Ha3zBanue pasziesioB u Tem Ca-
AyIUTOpPHBIE 3aHATHUS MOC-
3aHATHS B Tosi- dopma
HUHTCPAK- TCKYLICTO
Tex. | [IPaKT. |JIabopa-|  ryupmoit T;:Z_ KOHTpOJIs
[y | SAHATH, | TODHBIC | hopme Eo SHAHHI
ceMuHap| paboThI pabo
T2
Pazgen 1. OcHOBHBIE NPUHIUIIBI K METObI CO3IaAHUS MPOrPAMMHO-ANINAPATHBIX
cpeAcTB o0ecnieyeHnsi HHPOPMANMOHHO §€30MACHOCTH
1. Tlpenmer w 3amauu guc- 3 2 1 Tecter T1,
uumHbl  «IIporpamMmMHo-an- pedepar 11
napaTHbele cpeicTBa uH)Op-
MAIMOHHON  0E30MacHOCTI
(ITACOWUB).
2. Anamus yrpo3 uHpoOpma- 3 2 1 | Tecrsr T2,
IIMOHHO} 6€301aCHOCTH pedepar 12
3. MexaHusMbl  3aIUTHI. 5 2 2 1 Tecter T3,
[Monuthka 6Ge30MacHOCTH B ped. 13, 14
UHPOPMALIMOHHBIX  CHCTe-
Max
4. OCHOBHBIE TPUHIUIIBI B 5 2 2 1 Tecter T4,
paboTe  IPOrpaMMHO-arIa- ped. 13, 14
paTHBIX CpeACTB obecrede-
HUS nH(pOpMAITMOHHOM
0e30MacHOCTH
5. TumoBasg cTpykTypa H 5 2 2 1 | Tecter TS,
OCHOBHBIE (YHKIMH  TIPO- pedepar 15
rpaMMHO—aIapaTHBIX
cpencTB obecrieueHust HHGPO-
pPMaIMOHHON 6€30MacHOCTH
6. Metonpl pasrpaHUYEHHUS 3 2 1 Tects! T6,
JOCTYyNla W yIpPaBJIEHHs pedeparl6
JOCTYIIOM
7. Metonpl oOecreueHHs 5 2 2 1 Tectel T7,
UIeHTU(UKAIIUT U ayTCHTH- pedepar 17
dbukanuu
8. Metoapl U cpencTBa Xpa- 9 2 2 4 4 1 Tecrter T8,
HEHUs KJIIOYEBOH MH(pOpMa- pedepar 5?
UK JIab. pab. 1

Pa3nea 2. IIporpaMMHo-annmapaTHbie CpeACTBA 3alIUTHI HHGOpPMALUH OT
HECAHKIIMOHMPOBAHHOIO J0CTYIA

9. 3ammra OT HE3aKOHHOIO
KOIUPOBAHUS W HCIIOJb-

5

2

2

1 Tectrr T9,
pedepar 1

dopma A
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MPIHI/ICTepCTBOuHayKPI 1 BBICILIETO f)6pa303aﬂnx PD Dopma
VIbSIHOBCKUI TOCYAapCTBEHHBIN YHUBEPCUTET
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30BaHUsl IPOrpamMm

10. 3ammra oOT paspyma- 5 2 2 1 | TectwT10,

IOIIUX IIPOrPaMMHBIX BO3- ped. 2,7

JNIEUCTBUA W M3Yy4YEHUs KoJa

nporpamm

11. OcHOBHBIE MHOAXOOBI K 5 2 2 1 | Tecter T11,

3amnure qaHabix or HCJL ped. 18,3

12. Onpenenenne ¢axra q0c- 7 2 4 4 4 1 | Tectsr T12,

tyna k ¢aiinam. Jloctyn K pedepar

JaHHBIM CO CTOpPOHBI IIPO- 16, JIab.

ecca pao. 2

13. OcoOeHHOCTH 3aIlMUTEI 7 2 4 4 4 1 | Tectsr T13,

JIaHHBIX OT U3MEHEHHUS pedepar 8,
JIab. pab. 3

14.  OcHoBHBIE  CpencTBa 11 2 2 2 2 1 | Tects T14,

KpunTorpaduueckoi 3ammThbl pedepar

19, J1a6.
pab. 4

15. ITACOUB B ceTsax 1e- 15 2 4 4 4 1 | Tector T15,

pelavyn JaHHbIX ped. 4,9

16. Ympasnenue Oe3omacHo- 5 2 2 1 | Tectsi T16,

CTBIO CETH pedepar 10

17. Cepruduxarus C3U1 10 4 4 2 | Tectnt T17,
pedepar 20

Wroro: 108 36 36 18 18 18

5. COAEP) KAHUE JUCIHUIIJIMHBI (MOAYJIS)

Pasnen 1. OcHOBHble NPUHIUINBI CO3JAHHUSA NPOrPAMMHO-ANINAPATHBIX CPeICTB
oOecreyeHus1 HHGOPMALMOHHON 0€30MACHOCTH

Tema 1. Ilpenmer u 3agmaunm gucuuiuivHbl  «IIporpaMMHo-anmapaTHble CpencTBa
nHpopmarnmonHoit 6e3omacuoctn» (IIACOUDB).

OcHoBHble TOHSTUA u omnpenenenus B co3ganun [TACOUB. Ilpenmer u 3amaum
nucturinabl. HopmaTuBHO-TIpaBoBast 6a3a co3nanus u ucnoiabzoBanus [IACOUD.

Tema 2. Ananu3 yrpo3 nHpopMaMoHHOH 0€30MacHOCTH.

[Tonstue  nmoctyma, cyObekT ©  oObekT jgoctyna. Kiaccudukamus — yrpo3
uHpopMaMoHHON Oe3omacHocTH. Kananbl yTeukn uHGOpManuu. YTpo3bl, 00YCIOBIECHHBIC
YeJIOBEYECKUM (PaKTOPOM, TEXHUYECKUMHU CpeACTBaMH, (HOpC-MaKOPHBIMU OOCTOATEIHCTBAMH.
Mogens HapymIuTeNs.

Tema 3. Mexanusmsl 3amuThl. [lonuTrka 6€30MacHOCTH B KOMITBIOTEPHBIX CHCTEMAX.

TpeboBanus k 3amumieHHocTd. OLeHKa 3aUIIeHHOCTH MOoAenn ynpaBieHus JOCTYIIOM.
Oyuknuu  sapa OezonmacHocTd. CrocoObl 3alIUThl KOH(PUACHLUHUAIBHOCTH, LETOCTHOCTH U
noctynHocty B KC. Knaccugukanus ¢pyHKIHOHATBHBIX TpeOOBaHUI MO 3amuTe MHPOPMAIUH.
TpeboBanus k 3anuieHHoct UC Ha ypoBHE 3alIMThl 0OBEKTOB, 3aIIUTHI JIUHHUMA, 3amUTH B/I,
3aLUTHI TOICUCTeM yripaBieHus. [Tomutuka 6e30macHOCTH.

Tema 4. OCHOBHBIE TPUHIMIBI B CO3JAaHUU MPOrPAMMHO-AIIAPATHBIX CPEICTB
obecnieueHus HHOOPMAIMOHHON OE30MTaACHOCTH.

Knaccudukamms [TACOUB. ®dyuknuonanbapie Bo3MokHocTH [TACOUD. Ilpunnums
pa3pabotku ITACOUbB. Konuemnuus aucrerdepa pocryna. OyHKIMOHUpOBaHHME IUCIETYEpa
JOCTyNa TMpH YIPaBIEHUU IOCTYIIOM K 3alluiiaeMbIM pecypcaM. [lopsiiok mpoeKThpoBaHUS
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I[TACOUB. Mogens cuctemsl 3amuThl nHGopMatuu (C31).

Tema 5. TwumoBas CTpyKTypa H OCHOBHBIE MpPOrpaMMHO—aINapaTHBIX CPEJCTB
obecrnieueHust UHHOPMAIIMOHHOM O€30MTaCHOCTH

Crpykrypa ITACOUB. Kommnonentst u mojacuctemsbl. Tumoblie (ynkimu [TACOUB.
Obs3arenbHble TpeOoBanus no obdecrnieuennto Ub, npeabsasnsemsie k IIACOUB. IepcnexTiBbI
pasButusa [TACOUB. Ilpunnuner neWictBuss ¥ TexHojormdeckue ocoberHHoctu I[TACOUB,
peanu3yomux OTAeIbHbIe (YHKINOHATIbHBIE TPeOOBaHMS MO 3aluTe WHPOPMALMK U JaHHBIX,
UX B3aUMOJICHCTBHUE C OOIIECUCTEMHBIMU KOMIIOHEHTAMHU BBIUYMCIUTEIbHBIX CUCTEM.

Tema 6. MeTo1bl pa3rpaHUyEHUs 1OCTYIIA U YIIPABJIEHUS JOCTYIIOM

Meroasl ~ orpaHudeHMss ~ JOCTyna WM yOpaBieHMs — jgoctynoM.  Ilonstume
HecankimonupoBanHoro goctyna (HCJ]). Kmaceest u Bumet HCJH. Wnentudwukanus u
ayrenTtudukanus. [laponbHble cucteMbl. JIMCKpELIMOHHOE YNpaBieHHE AOCTYNOM. MaHaaTHOe
yIpaBieHue 10cTynoM. PoneBoe ynpaBieHne JOCTYIIOM.

Tema 7. Metonpl obecrieueHust UIACHTU(PUKAINYA U ayTEHTU(DUKAITAN

3amaua uAeHTUUKAMK Todb3oBarend. [loHATHE TPOTOKONA  WACHTU(DHUKAIHH.
JlokanbHas W ypaneHHas wuaeHTHuUKauus. WMnentudunupyromas wundopmauus. Ilonstue
uaeHTupunupyromeit napopmaruu. CrnocoObl XpaHeHUs UACHTUDHUIMPYIOUIEH HHPOpPMAIUH.
CBs3b ¢ Ki04eBbIMU cucTeMamu. CUMMETpUYHbBIE METObI ayTeHTHhukau. Hecummerpruyunbie
METO/Abl ayTeHTH(HUKAIMU cyObekTa. AyreHTH(ukanus oObekra. ABTopm3anus. KoHTpons u
YIpaBJI€HUE JOCTYIOM CpPEICTBAMM OINEPAMOHHOM CHCTEMBI MU IMPOTPAMMHO-aNIapaTHbIMU
TEXHUYECKUMHU CPEJICTBAMMU.

Tema 8. MeTonp!l U cpe/icTBa XpaHEHUS KIIFOUEBOU HHPOpMAITUH

Wndopmanus, wucnonsdyemas i KOHTPOJIS — JOCTyNa: KIIOYM M TMapOJIH.
3noyMblieHHUK M Kioud. Kiaccuukauus cpeacTB XpaHeHHs] KIoued M UIACHTU(U-
mupytomeit uHdopmarnuu. OpraHuzanusi XpaHeHHs Kio4deid. MarHuTHble JUCKHA TPSMOTO
noctyma. CpenctBo TouchMemory. TumnoBsie pemieHHsi B OpraHU3aIMH KJIFOYEBBIX CHCTEM.
OtkpeITOE pactpenencHue kiaodeil. Meroa ynpasiseMbIX BEKTOpoB. IlepcoHanbHble cpencTBa
ayTeHTU(UKALNY U 3alIUIIEHHOT0 XPaHEHUS JaHHbIX.

Pazpen 2. IIporpaMMHoO-annapaTHbie CpeACTBA 3alUThl HMHGOPMANMU OT
HECAHKIHOHMPOBAHHOIO 10CTYyIA

Tema 9. 3amuTa OT HE3aKOHHOT'O KOIIMPOBAHMSI U UCIIOJIb30BAaHUS IIPOIPaMM.

Knaccudukanus anmapaTHbIX M NPOTPaMMHBIX KOMIIOHEHTOB 3alIUTHl MPOTPaMM.
Crpykrypa I1O. CriocoOsl BeTpanBanus cpeacts 3amuthl B [10. CriocoOwl onpenenenus akra
HE3aKOHHOTO KOMHMPOBAaHUS M HCHOJb30BaHUs MporpaMM. CrocoObl 3alUThl OT HE3aKOHHOTO
KOIIMPOBaHUs M ucnosib3oBaHud nporpamm. Ilpussska IIO k anmapaTHOMY OKpYXEHHIO U
(bu3nYECKUM HOCUTENSM KaK €MHCTBEHHOE CPECTBO 3aluThl OT Konuposanus [10.

Tema 10. 3ammTa OT paspylIarOIIMX IPOrpPaMMHBIX BO3IAECHCTBHM M HM3Y4YEHMs Koza
Iporpamm.

CrniocoOsr m3yueHus koga nporpamm. Obpataoe npoekrupoBanue [10. CriocoOb! 3auThI
nporpaMMm OT u3yudeHus koma. OCHOBHBIE MPUHIMIBI oOecriedeHusi 0e30MacHOCTH MPOrPaMM.
3ammTa OT pa3pylIAlOIIMX MPOrpaMMHBIX Bo3ZeicTBuil. Bupycbl kak ocoOblii  Kiacc
paspymiaronMx MporpaMMHBIX — Bo3zaelcTBuil. HeoOXxomuMmble ©  JOCTaTOYHBIE — YCIIOBHS
HEJOMYIIEHUs pa3pylIaloero Bo3aencTaus. [IoHaTHE H30JIMPOBAHHON IPOIPAMMHON CPEMBI.

Tema 11. OcHOBHBIC MOAXOBI K 3amuTe ganHbix oT HC/I.

@aiin kak 00BekT goctymna. OeHKa HAJAEKHOCTH CUCTEM OrpaHHuYEHHs JOCTyla —
CBEJICHUE K 3a/a4e OLICHKU CTOMKOCTU. Mepapxudeckuit moctym K ¢ainam. [Torstue arpubyToB
nocryna. Opranm3anus goctyna K ¢aitiam B pazmuuabix OC. 3ammra ceteBoro (haitinoBoro
pecypca. Knaccudukanus nporpaMMHO-annapaTHbIX CPEACTB 3alIUThl OT HECAaHKLIMOHUPOBAH-
HOTO JI0CTyMa K nHpopmauuu, xpauumoii B [I9BM. XapakrepucTuky mporpaMMHO-annapaTHBIX
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CPEZCTB 3alIUThI OT HECAaHKIIMOHUPOBAHHOTO JIOCTyMa K HHpOopManuu, xpanumoi B [I9BM

Tema 12. Onpenenenne daxra goctyna K ¢ainam. J[ocTyn kK JaHHBIM CO CTOPOHBI TIPO-
ecca.

Cnoco6sr  ompenenenust  ¢akta  poctyma. JKypHamel  goctyna.  Kpurtepum
WH(OPMATUBHOCTH KYPHAJIOB OCTyNa. BEISBICHHE ClIeJ0OB HECAHKIIMOHUPOBAHHOTO JOCTYTA K
daiinam, meroa uHUIMUpoBanHoro HCJI. ITonaTue moctyma K JaHHBIM CO CTOPOHBI MpoIlecca:
OTJINYUSA OT JOCTyNa CO CTOPOHBI MoJib3oBaTens. lloHSATHE M TpHUMEpPBI CKPBITOrO JOCTYIIA.
HanexHocte cucteM orpanudeHust nocrtyna. llonstue snexrpoHHoro 3amka. I[IpuHIMIBL
MOCTPOCHUS M (HYHKIIMOHUPOBAHUS DJICKTPOHHBIX 3aMKOB. MeXaHH3MbI KOHTPOJIS anmmapaTHON
koHpuryparuu [I9BM.

Tema 13. OcoGeHHOCTH 3alTUTHI JAHHBIX OT U3MCHECHHS.

3ammTa MacCMBOB MH(pOpManuu oT u3MeHeHws. Mmuro3zammra. Kpunrorpaduueckas
MOCTAaHOBKA 3aIUTHI OT U3MEHEHUsI JaHHBIX. [1o1X0bI K pelIeHuIo 3a/1auu 3alUThl JaHHBIX OT
u3MmeHenus. Ilonxon Ha ocHoBe ¢opMupoBaHus wumuTonpuctaBku. Iloaxon Ha oOcHOBe
dbopmupoBaHus XdUI-QYHKIUH, TpPeOOBaHHUS K TIOCTPOCHHIO U CIOCOOBI  pealu3allvy.
®opmupoBanue dnekTpoHHOM moamucu  (OI). OcoOeHHOCTH 3alMTBI  TOKYMEHTOB U
ucronHAeMbIX (aiinoB. [IpoGiiema CaMOKOHTPOJS MCIOMHSAEMBIX MOAyiel. Mcmonp3oBaHue
C3U «Dallas Lock» nms 3amuThl OT HECAHKIIMOHUPOBAHHOTO W3MEHEHWS, YCTAHOBKH WA
yJaJeHue mporpamm 1 (hainos.

Tema 14. Metoasl KpunTorpaduyecKon 3amuThI.

Kanaccuduxanuss meronos kpunrorpaduyeckoro mpeodpasopanusi. HopmaTusHo-
npaBoBass 0a3za. TpeOoBaHusI K NMPOrpamMMHO-ANNAPATHBIM KOMILIeKcaM U(poBaHUs.
HeoOxoqumble u [g0cTaToyHble (YHKIUM ANNAPATHOIO CPeACTBA KPHNTO3AIMMTHI.
IlocTpoenne anmmapaTHbIX KOMIIOHEHT KPHMITO3AIMMTHI JAAHHBIX, CHENHATH3MPOBAHHbIE
CBUC kak HocHTeJH aJropurMa mHEQPOBaHUs. 3amMTa aJropurMa mHQPOBAHUS;
NPUHIMI YyBCTBUTEJIBbHOM 00/1aCTH M IPUHIMII [JIABHOI'O KJIK0YA.

Tema 15. IIACOUB B cetsix nepenadn TaHHBIX.

Knaccudukanuss mnporpaMMHO-anmapaTHBIX CPEACTB 3aIIUThl MH(OpPMAIMM B CETAX
nepegaud JNaHHBIX. [IpuHOUNBI MOCTpoeHUs M (YHKIIMOHUPOBAHMSI MEKCETEBBIX IKPAHOB B
ceTsx mepedaun AaHHbIX. [IporpaMMHoO-anmapaTHBIE CPEICTBA MEXKCETEBOrO 3KPaHUPOBAHMUS.
OcHoBHbBIE MPUHIMIBI 3alIUTHl MHPOPMALMK TpU Nepeaaye mo KaHanaMm cBsi3u. [IporpammHuo-
anmapaTHble CpeJCTBa 3alIUThl MH(OpMAIUKM IMpH Mepefaue Mo KaHamam cBsi3u. OCHOBHBIC
OPUHLMIIBI OOHApYXEHHUsI CeTeBbIX aTak. OCHOBHBIC NPUHIUIBI 3aIIUTHI OT CETEBBIX aTak.
Me:xcereBbie 3kpanbl. CpencTsa skpanupoBanus. OOHapyKeHUE CETEBBIX aTakK.

Tema 16. Ynpasnenue 6€30MacHOCTHIO CETH.

OCHOBHBIC TPUHIMIBI YOpaBiIeHUs O0€30MacHOCThIO ceTu. lIporpammHO-ammapatHbie
cpenacTBa ympamieHus Oe3zonmacHocThio ceTd. llltatHble cpencTBa ceTeBOro 000pyIOBaHMS,
npeaHa3HauYeHHbIE I 3alIUThl HH(OPMAIMK NIPU Tiepeiade Mo KaHaiaM CBSI3U

Tema 17. Ceptuduxarus C3U.

Cucrema ceprupukanun C3U. 3agaum ceprudukamuu [TACOUB Ha cooTBercTBHE
TpeboBaHUsIM HHPOPMAMOHHON Oe3omacHocTu. HopmartuBHO-TpaBoBasi 0a3a cepTudUKAIIN
I[TACOUBb Ha cooTBeTcTBHE TpeOOBAaHUAM HHPOPMALMOHHON Oe30macHOCTH. TeXHOIOTHs
ceprudukanuu [IACOUD Ha cooTBeTcTBHE TpeOOBaHUIM MH(GOPMAITMOHHONW 0€30MTaCHOCTH.

6. TEMBI IPAKTUYECKHWX 1 CEMUHAPCKHNX 3AHATUM
6.1 IlpakTruyeckue 3aHATUS HE IPEAYCMOTPEHBI yUeOHBIM IUIAHOM JAUCLUTIINHBIL.

6.2 TeMbl ceMUHAPCKUX 3aAHATHI:
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Pasgen 1. OcHOBHBbIC NPUHIUNBI CO3JAHHMSA INPOrPAMMHO-ANNAPATHBIX CPeICTB
oOecreyeHus1 HHPOPMALMOHHON 0€30MACHOCTH

Tema 3. Mexanusmsl 3amuThl. [loauTrka 6€30MacHOCTH B KOMIBIOTEPHBIX CHCTEMax
(cemuHap).

1. Mogenu ynpaBiaeHHs 1OCTYIIOM.

2. CnocoOsI 3amMTHl KOH()UICHIIMATBHOCTH, IIETIOCTHOCTH U gocTynHocTH B KC.

3. Tpeboanus k 3amumieHHoctd MC Ha ypoBHE 3amuThl OOBEKTOB, 3aLIUTHI JTUHUH,

3amuThl b/l, 3aMThI MOACUCTEM yIIpaBICHUS.

4. TlomuTuka 6€30MaCHOCTH.

Tema 4. OcHOBHbIE NPUHIUIB B CO3JaHUM B CO3JaHUU IIPOrPaMMHO-aIapaTHBIX
cpencTB obecrnedeHus HHOOPMAITMOHHOKW 0€30MMacHOCTH (CEMUHAp).

1. Tpunuuns! pazpadotku [TACOUB.

2. OyHKIMOHUPOBAHWE JWCIIETYEpAa JIOCTyNla TpU YHOPaABICHUH JOCTYIOM K

3aIMIIAEMBIM pecypcam.

3. IlIpoektupoBanue [IACOUD.

4. Mopenb cucteMsl 3auuThl nHopmaru (C31).

Tema S. TumnoBas cTpykTypa ¥ OCHOBHBIE (DYHKIIMH MPOrPaMMHO—AIIapaTHBIX CPEICTB
oOecrieyeHns HHPOPMALIMOHHOHN 0€30MacCHOCTH (CEMHHAP).

1. Crpyxrypa [IACOMB. KOMIIOHEHTHI U MOJICUCTEMBI.

2. OGs3arenbHble TpeboBaHus 1Mo odbecneuenuto Ub, npenpssnsemsie k [IACOUB.

3. [Ilpunnuner nerictBus u TexHosorumdeckue ocooenHoctu [TACOUD, peanuzyromux
OTHeNnbHble (YHKIHMOHAJIbHBIE TpeOOBaHMA TO 3amMTe HMHPOPMAMKM U JAHHBIX, UX
B3aMMOJIeICTBHE ¢ OOLIECHCTEMHBIMU KOMIIOHEHTAMH BBIYHCIUTENbHBIX CHCTEM.

Tema 7. Metoas! obecriedeHnss HACHTUPHUKAIMN U ayTeHTU(UKAINH (CeMUHAp).

1. JlokanpHas W ynajaeHHas UACHTU(UKAIUA.

2. CnocoOsl XpaHeHUsI UASHTHPHUIUPYIOLIeH HHPOPMALIUH.

3. CBs3b C KIHOYEBBIMU CUCTEMAMU.

4. KoHTposb U yNpaBi€HHE JOCTYIOM CpPEICTBaMU OINEPALMOHHON CHCTEMBI H
IPOrpaMMHO-AINAPATHBIMU TEXHUYECKUMU CPEACTBAMH.

Tema 8. MeTos! U cpeicTBa XpaHEHHs KIIIOYEBONH MHPOPMALIUU (CEMHHAP).

1. Hudopmarnus, ucnonb3lyemas JUisi KOHTPOJIS AOCTYIa: KIIOYU U MapoJIu.

2. 3710yMBIIUIEHHUK U KJIIOYH.

3. OpraHu3zanusi XpaHeHUs KIIOYeH.

4. TlepcoHanpHBIE CpEICTBA AyTCHTU(DUKALIMY U 3aLIUIIEHHOTO XPAaHEHUS TaHHBIX.

Paznen 2. IIporpamMmHo-annapaTHble CpeACTBAa 3allUThl HHGOPMANUHM OT
HECAHKIIHOHMPOBAHHOTIO J0CTyNA

Tema 9. 3amuTa HE3aKOHHOTO KOIMMUPOBAHUS U UCITOJIH30BAaHUS MPOTPaMM (CEMHUHAP).

1. Cnoco0sl BcTpanBanus cpeacTs 3amuThl B [10.

2. Cmoco6bl ompeneneHuss (akTa HE3aKOHHOTO KOMUPOBAaHUS U HCIOJIb30BAHUSA
IPOrPaMM.

3. CrnocoObl 3aUIUTH OT HE3aKOHHOTO KOMUPOBAHMSI U MCIIOJIb30BAaHUS IPOrpaMM.

Tema 10. 3ammTa OT paspylIarOlIMX IPOrPaMMHBIX BO3IAECHCTBHM M H3Y4YEHMsS KoOJa
nporpamm (cemMuHap).

1. Cnoco6sl u3yuenus koga nporpamm. O0patnoe npoextupoBanue I10.

2. CnocoOsI 3aIIMTHI TPOTPaMM OT U3YyUCHHUSI KOJIA.

3. 3ammra OoT pa3pylIaroUIMX IPOrPaMMHBIX BO3AEHCTBHMA.

Tema 11. OcHoBHBIEC TOX0/bI K 3amuTe AaHHBIX oT HCJI (cemunap).

1. Ouenka HaJEKXHOCTH CHCTEM OTPaHUYEHHUs JOCTyIla — CBEJEHHUE K 3a/ade€ OLEHKU
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CTOMKOCTH.
2. Opraauzanus noctyna K dainam B pazauaasix OC.
3. 3amuTa ceTeBoro (aiisioBoro pecypca.
Tema 12. Onpenenenne dakra gocryna K ¢ainam. JlocTyn kK JaHHBIM CO CTOPOHBI TPO-
necca (cemuHap).
1. Cnoco6s1 onpenenenus (akra gocryna. JKypHamsl JOCTYyIIA.
2. BbisgBiIeHHE CIEIOB HECAHKIIMOHMPOBAHHOTO JOCTyma K (¢aiiinam, MeTon
nauuupoBanHoro HCJI.
3. TlonsTue mocTyma K JAaHHBIM CO CTOPOHBI MpoIecca: OTIWYHS OT JOCTyHa Co
CTOPOHBI MOJIb30BATES.
4. TIpuHIUIIBI TOCTPOSHUS U (PYHKIIMOHUPOBAHUS DIIEKTPOHHBIX 3aMKOB.
5. MexaHu3Mbl KOHTPOJIA anmapaTtHoi koHpurypanuu [I19BM.
Tema 13. OcoGeHHOCTH 3alIUTHI JAHHBIX OT U3MEHEHHUS (CEMUHAP).
1. Tloaxodsl K pelIEHUIO 3a[Jaul 3allUThl JAHHBIX OT U3MEHEHUSI.
2. Moxgxon Ha ocHOBe popmupoBanusi umuronpucraBku (MAC), cmocoObl TOCTPOCHUS
MAC.
3. Ilogxon Ha ocHOBe (opMUpOBaHUS XdII-QYHKLINHU, TPEOOBaHHUS K IOCTPOCHUIO U
criocoObI peanuzanuu. DopmupoBanue 3ekTpoHHON moanucy (DLIT).
4. OcoOEHHOCTH 3alIUThI JOKYMEHTOB M UCIIOJMHIEMbIX (ailsioB.
5. UcnonwzoBanne C3U «Dallas Lock» pams 3amuTbl OT HECAaHKIIMOHUPOBAHHOTO
W3MEHEHUS, yCTAHOBKY WIIH yAaJIeHUE MPorpamMm U (haisos.
Tema 14. MeToabl kpunTorpaduyecKom 3amuThl (CeMHUHAD).
1. Tloctpoenue anmapaTHbIX KOMIIOHEHT KPHUIITO3AIIHUTHI TAHHBIX,
cnernuanuzupoBanubie CBUC kak HocuTenu anroputMa mudpoBaHusl.
2. 3ammTa anropuTMa mMU(POBAHUS; MPUHIUIN YYBCTBHTEIHHOW OOJACTH W TPUHIIMII
TJIaBHOTO KJIOYa.

Tema 15. [TACOUDB B cersix mepenaunm JaHHbIX. MexceTeBble 3kpaHbl. Cpenctsa
sKpaHupoBaHus. OOHapyKEHUE CETEBBIX aTak (CeMUHap).

1. IlpuHiuns! noctpoeHuss M (YHKIMOHMPOBAHUS MEXKCETEBBIX HKPAHOB B CETAX
nepesadyn JaHHbIX.

2. OcCHOBHBIE IPUHIMIIBI 3AIUTHI HH(MOPMaLUK NIPH [Iepeaye 10 KaHajlaM CBS3H.

3. IlporpaMMmHoO-ammapaTHble CpEACTBAa 3alIMThl WHGOpPMALMKM TpU Ieperade o
KaHaJlaM CBSI3H.

4. OCHOBHBIC IPUHIUITBI OOHAPYKEHHUS CETEBBIX aTakK.

5. OcCHOBHBIE IPUHIIMIIBI 3ALIUTHI OT CETEBBIX aTaK.

Tema 16. YrpaBneHue 6€30MacHOCTBIO CETH (CEMUHAD).

1. OcHOBHBIE NPUHIMIIBI YIIPABICHUS O€30MaCHOCTBIO CETH.

2. IlporpamMMHoO-anmapaTHbIE CPEACTBA YIPABICHUS 0€30MaCHOCTBIO CETH.

3. llratHele cpencTBa CEeTEBOro OOOPYIOBAaHUSA, NPEAHA3ZHAYCHHBIE MJS 3alUThI
UH(OPMALIUK TIPH Tepeiade Mo KaHallaM CBSI3U

Tema 17. Ceptuduxarus C3U.

1. Cucrema ceprudpukanuu C3U.

2. Texnomorust  ceprudukanmun  [TACOUB Ha  cooTBeTcTBHE  TpeOOBaHUSIM
UH(POPMALIMOHHOM 0€30MacHOCTH.

7. JABOPATOPHBIE PABOTHI (JIABOPATOPHBIN ITIPAKTUKYM)
Pazgen 1. OcHOBHBbIe NPUHIUNBI CO3AAHUS NMPOrPAMMHO-ANNAPATHBIX CPEACTB
o0ecnieueHusi ”THPOPMAITMOHHOM 0€30MACHOCTH

Tema 8. MeTonpl U cpe/icTBa XpaHEHUS KIIFOUEBOU HHPOpMAITUH
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JlaGopatopnass pabora Ne 1 (4 wyaca). «Hacrtpoiika ycuneHHoW ayTeHTH(UKALUU C
ucnonb3oBanneM C3U or HC/] Dallas Lock na 6a3e eTokeny.

Lens pabotsi: Hactpoiika u wucnomb3zoBanue «eToken» g ayreHTudukauuum u
MOJy4YeHUE MPAKTUYECKUX HABBIKOB PabOTHI ¢ MEPCOHAIBHBIM CPEACTBOM ayTEHTU(UKALUU U
3AIIUIICHHOTO XPAHEHUS TAaHHBIX).

MeTtoauyeckue yka3aHHs: OCHOBHOE BHHMaHHUE JIOJDKHO OBITH yAEJICHO MPAKTHUYECKUM
HaBbIKAM PabOTBl ¢ MEPCOHAIBHBIM CPEICTBOM ayTEHTU(UKAIMHA M 3alIUIICHHOTO XpaHEHUS
JTAHHBIX).

Pazpen 2. IIporpaMMHoO-annapaTHeie CpeACTBA 3alUThl HMHGOPMANMU OT
HECAHKIIHOHMPOBAHHOTO J0CTyNA

Tema 12. Onpenenenue ¢akra gocryna K (ainam. JlocTyn K JaHHBIM CO CTOPOHBI MPO-
ecca.

Jlaboparopnass pabora Ne 2 (4 waca). «lcmonp3oBanue snekTpoHHOro 3amka I[TAK
Co60b».

Lens paboter: Hcnonp3oBanue «IIAK Cobonb» [ys  KOHTpOJNS — ammapaTHOH
koHpuryparuu [I9BM, nonydeHne npakTHUeCKUX HaBBIKOB pa0OTHI C DJIEKTPOHHBIM 3aMKOM)).

Mertoanyeckue yka3zaHHs: OCHOBHOE€ BHHUMAHHUE JIOJKHO OBITh YJENEHO MPAaKTUYECKUM
HaBbIKaM padOThI C ANEKTPOHHBIM 3aMKOM).

Tema 13. OcoGeHHOCTH 3alTUTHI JAHHBIX OT U3MCHECHHUS.

Jlaboparopnast pabota Ne 3 (4 gaca). «Mcnonb3oBanue C3U Dallas Lock».

lenr  paGoter:  Ucmoms3oBanme C3U  «Dallas  Lock» ams  3ammrter ot
HECAaHKIMOHHUPOBAHHOTO W3MEHEHMs, YCTAaHOBKM WM yJajeHus mnporpamMm U (¢ailios,
NOJy4YeHHE TPAKTUUECKUX HaBBIKOB paboTel ¢ C3U ot HCI».

MeTtoauyeckue yka3aHHs: OCHOBHOE€ BHHMAaHHUE JIOJDKHO OBITH YAEJICHO MPAKTHUYECKUM
HaBbIkaM paboTsl ¢ C3U ot HCI».

Jlaboparopnast padora Ne 4 (2 wyaca). Ha3znauenue m Bo3MoxkHOCTH [IporpamMmHO-
anmapaTHOro KomIuiekca cpeictB 3amuThl uHpopmamuu ot HCI “Axkopa—AM/3”. Llens:
N3yunTh BO3MOXHOCTH W HAy4HUThCS paboOTaTh C KOMIUIEKCOM cpeAcTB 3ammthl oT HC.
Pesynbrat: oTder. MeToaMueckue yKa3zaHUS: OCHOBHOE BHUMAaHME JOJDKHO OBITH YJIEIECHO
HaCTPOMKE, YCTAHOBKE M MPAKTUYECKOMY OCBOCHHIO BO3MOXHOCTel [IporpammHo-anmapatHoro
KOMILJIEKca cpelIcTB 3amuThl nHpopmanuu ot HC/I.

Tema 14. Metoabl KpunTorpaduyecKon 3amuThI.

Jlaboparopuast padora Ne 4 (4 gaca). HazHaueHue, BO3MOKHOCTH H TIOPSIOK PabOTHI C
cuctemoit SecretNet Studio.

Lenp: M3yunTh BO3MOXXKHOCTHM M HayduThcsi pabotath ¢ cuctemoil SecretNet Studio.
Pe3ynbTat: oTyer.

Mertoanuyecke yka3aHHs: OCHOBHOE BHMMAaHHUE JOJDKHO OBITh Y/AEJICHO HACTpOHMKe U
MPaKTUYECKOMY OCBOCHHIO BO3MOXKHOCTEH cuctemMbl SecretNet Studio.

Tema 15. [TACOUBb B cersx mnepemaun AaHHbIX. MexcereBble 3kpaHbl. CpencrBa
sKkpaHupoBaHus. OOHapyKEHUE CETEBbIX aTak.

Jlaboparopnass pabora Ne 5 (4 wuaca). «Mcmonb3oBaHHe MPOTrPAMMHO-AMIIAPATHBIX
KoMIuiekcoB VipNety.

enp paGoter: OpraHuzanus MEXKCETEBOTO B3aWMOACWCTBUS 3alIMIIEHHBIX CETEH
ViPNet. Tlomy4yeHne NpakTHYECKUX HABBIKOB PAOOTHI CO CPEICTBOM KPUNTOTPAPUICCKOM
3aMUTHI UH)OPMALTHNY.

MeTtoauyeckue yka3aHHs: OCHOBHOE€ BHHMaHHUE JIOJDKHO OBITH yAEICHO MPAKTHUYECKUM
HABBIKAM Pa0OTHI C AMEKTPOHHBIM 3aMKOM.

8. TEMATHUKA KYPCOBbBIX, KOHTPOJIbHbBIX PABOT, PE®GEPATOB
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8.1 KonTposibHbIe paboThI HE NMPEyCMOTPEHBI YIeOHBIM TUIAHOM AMCLUUIUINHBL.

8.2 IlpuMmepHas TemaTHKa pedepaToB:

1. 3ammTa OT HE3aKOHHOT'0 KOMMPOBAHMS ITPOTPaMM

2. 3amura OT HE3aKOHHOT'O MCIIOJIb30BaHMsI IPOrpaMM

3. IIporpaMMHoO-anmapaTHble CpeACTBa 3allUThl OT HECAHKIMOHMPOBAHHOIO JOCTYMa K
uHpopmanuu, xpanumoit B [I9BM.

4. TlporpamMMHO-anmapaTHbIe CPEICTBA 3aIUTHI HHPOPMAIUH B CETAX Mepeadn JaHHbBIX
MeToap! 1 CpeaCcTBa XpaHEHHs KITI04eBOI MH(OopMaIiu
3anuTa OT pa3pyliaroluX MPOrPaMMHBIX BO3/ICHCTBUM.
3amuTa OT U3y4€HHUs KOAA IPOrPAMM.
3amuTa 1aHHbIX OT U3MEHEHUS.

9. CrniocoObI U cpeficTBa OOHAPYKEHHSI CETEBBIX aTaK.

10. IIporpammHo-anmapaTHBIE CPEICTBA YIIPABICHUS 0€30MTaCHOCTHIO CETH.

11. Knaccudukauus nporpaMMHO-amlmapaTHbIX CpEeACTB oOecredeHuss HHQopMa-
IUOHHOI 0€30I1aCHOCTH

12. Knaccudukanuus yrpo3 HHGOpPMaMOHHOM O€30M1aCHOCTH

13. OcHOBHBIE TPUHITUITBEI U MEXAHWU3MBI 3aIIUTHI HHOOPMAITUN

14. TonuTtnku 6e30MacHOCTH B UH(OPMAIIMOHHBIX CUCTEMaX

15. TumoBass CTPyKTypa M OCHOBHBIE (YHKIIMM MPOrpPaMMHO—aIapaTHBIX CPENICTB
obecrnieueHus UHHOPMAIIMOHHOM OE30MaCHOCTH

16. OCHOBHBIE METO/IbI pa3rpaHUUYCHHUS JOCTYIA U YIPABJICHUS TOCTYIIOM

17. OcHOBHbIE METOIBI OOECTICYeHNS UACHTU(DHUKAIINY U ayTeHTU(DUKAITIH

18. OcHoBHBIE TOAXO0ABI K 3amuTe AaHHBIX 0T HC/]

19. MeTtozp! 1 cpeacTBa KPUITOTpapUUECKON 3alTUTHI

20. Ceptudukanus cpecTB 3alUThHl HHOOPMAITUN

N

8.2.1 IIpaBuaa opopmiienus pedgeparon

1. O6bém pedepara 7-10 nmuctoB meuaTHoro tekcra. K odopmienuto pedepatos
HPEABSIBISAIOTCS TaKHe ke TpeOOBaHUs, Kak M K KypCOBBIM paboTaM Ui CTyJIEHTOB 3 Kypca,
ONKCaHHBIE B Yy4eOHO-METOJMYECKOM NocoOuu: MeToauuecKkue yKazaHUs 10 HalUCAHUIO
KypCOBBIX W JUIUIOMHBIX padOT [uIi CTYJEHTOB crenuaibHocTH  «KommbroTepHas
oe3omacHocTh» / A.C. AnapeeB, A.M. UBanmos, C.M. PaneeB.— Ynbsnosck: Ynl'yY, 2017. — 40
c. URL:ftp://10.2.5.225/FullText/Text/Andreev_2017.pdf.

9. MEPEYEHbBb BOITPOCOB K 9K3AMEHY

1. OcHOBHbIC TOHATHUS U OIpPEICIICHUS B CO3/aHUM MPOTPaAMMHO-aNNapaTHBIX CPEACTB
obecrieuenuss nHpopmanronnor Oe3zonacHoctu (ITACOWMB). HopmaruHO-TIpaBoBas
0asa co3mauus [IACOUB.

2. Ilonsarue moctyma, cyobekT U 00beKT gocryna. Kinaccudukamnms yrpo3 6€301macHOCTH.
Kananbl yreuku uHpopmanuu. Yrpo3bl, 0O0yCIOBICHHBIE YEOBEUECKUM (HaKTOPOM,
TEXHUYECKUMHU CpeICTBaMU, (GOpC-Ma>kOPHBIMHU OOCTOATEIbCTBAMH.

3. Tlonstue necankuuoHnupoBanHoro aoctyma (HCJI). Knaccst u Bugst HCJI. ITonsitue
3JIOYMBIIIJICHHUKA; 3JOYMBIIUIGHHUK B KpUOTOrpaduu W TpHU pEHIeHUH MpoliieM
KOMIIBIOTEPHOI 0€30MacHOCTH.

4. Mogenmu ynpapieHusi goctynoM. OyHknuu sapa O6e3onacHOCTH. CrocoOBI 3alIuThI
KOH(HICHIIMATLHOCTH, LIETOCTHOCTH 1 JocTynHocTH B KC.

5. Knaccudukanuss  ¢GyHKIHOHAIBHBIX TpPeOOBaHWM MO  3ammMTe HWHPOPMAIIHH.
TpeboBanust k 3amumenHoctd C Ha ypoBHE 3alUTHl OOBEKTOB, 3aIUTHI JMHHH,
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10.

1.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

dopma A

3amuThl b/1, 3ammTel moacucreM ynpasienus. [lonutrka 6€30MacHOCTH.
Knaccudukanus [IACOUB. dynkuuonansabie Bo3MoxkHocTr [TACOUD. TTpunHIuns:
pazpabotku [TACOUB. [Nopsaok nmpoextupoanus [IACOUB.

KoHuenuus nucneruepa noctyna. OyHKIMOHHMpPOBAaHUE AMCIETYEpA AOCTyHa MpPHU
YIIPABJIEHUU JOCTYIIOM K 3aIMIAEMBIM PECYPCAM.

Crpykrypa [TACOUB. Komnonentsl u nmoacuctemel. Tunossie ¢pynkuuu [TACOUB.
O6s3arenbHble TpeOoBanus no odecneyenuto Ub, npeawssisemsie k [ITACOUB.
[Tpuntunel neicTBuss U TexHonorudeckue ocodeHHoctu [TACOUD, peanmmsyronmx
OTJeNbHBIE (PYHKIIMOHAIBbHBIE TPeOOBaHUS MO 3amuTe WHPOPMAIMU U JAHHBIX, HX
B3aMMOJICICTBHUE C OOLIECUCTEMHBIMU KOMIIOHEHTAMH BBIYMCIUTEIbHBIX CHUCTEM.
MeTonsl OrpaHWUYEHHsS JOCTyNa W yhpaBieHus pocrynoMm. HWaentuduxamus wu
ayreHTuukanus. [lapoiabHble ccTeMbl. YIIpaBlIeHHUE JOCTYIIOM.

3amaya wuAeHTHU(UKAUMU ToJb3oBaTend. [loHsarue mpoTokona HAECHTU(DUKALINM.
JlokanpHast w ypaneHHas wuneHTH(ukanusa. Wnentudunupyromas wuHoOpMarms.
[TonsTue UACHTUDUIUPYIOIEH nHpopmamuu. Crioco6s1 XpaHeHUs
uaeHTuGuIMpyomei napopmanuu. CBs3b ¢ KIIOUYEBBIMU CUCTEMaMHU.
Knaccudukanmsi cpeacTB XpaHeHUs KIIOYeH U UAeHTU(DU-IUPYIONIEH HHGOPMAIIHIH.
Opranuzanus XpaHeHusl Kitoued. TUMOBBIE pelieHuss B OpraHu3aluy  KIHOYEBBIX
CUCTEM.

Crioco6b1 m3ydeHusi kona mporpamm. O6patHoe mnpoektupoBanue [10. CrocoOsi
3alUThl TporpaMM OT wu3y4yeHUs koja. OCHOBHBIE NPUHLUIBI 00OecredyeHus
0€30MaCHOCTH MIPOTPaMM.

3amura OT pa3pylIaloluX MPOTPAMMHBIX BO3IEUCTBUI. BUpychl kak 0coObIi Kiacc
pa3pymaronyx MporpaMMHBIX Bo3AeicTBHil. HeoOXoauMble U JOCTATOYHBIC YCIOBUS
HEJIONMYUIEHUS pa3pylIaromero Bo3aecTBud. [IoHsITHE N30JMPOBAHHON MPOrpaMMHOM
Cpelpbl.

Knaccudukanus nporpaMMHO-anmapaTHbIX CPEJCTB 3alUThl OT HECAHKIIMOHUPOBAH-
HOro J0cTyna K mHpopmauuu, xpanumond B [I9BM. XapakTepucTHKH MpOrpaMMHO-
anmnapaTHBIX CPEJICTB 3alllUThl OT HECAaHKUMOHMPOBAHHOIO JOCTyHa K HH(OpMaiuw,
xpanumoii B [I9BM

CnocoOwsr  ompeneneHusi ¢akra gocrymna. JKypHanel  goctyna.  Kputepun
MH(POPMATUBHOCTH >KYPHAJIOB JIOCTYyTNa. BBIABICHHE ClI€0B HECAHKIIMOHUPOBAHHOTO
nocrtyna K ¢aitnam, meton nauimupoBanaoro HC/I.

[lonsiTHE HOCTYIA K JAHHBIM CO CTOPOHBI ITPOLIECCA: OTJIMYMS OT JOCTYIA CO CTOPOHBI
nonb3oBarensd. Ilonstme u mpumepsl CcKpbITOro aoctyna. HaaexxHocTh cuctem
OrpaHUYEHUS AOCTYTIA.

[Tonsitue snekTpoHHOro 3amka. [IpuHIMNOBI MOCTpoeHHs W (QYHKIMOHUPOBAHUS
AJIEKTPOHHBIX 3aMKOB. MeXaHMU3MbI KOHTPOJIA anmnapaTHoit konpurypamuu [I9BM.
[Tonxoapl K pelIeHnIO 3a7au 3alIUThl JAHHBIX OT U3MeHeHUsl. OCOOEHHOCTH 3alUThI
JOKYMEHTOB M UCTIOTHSIEMBIX (DaiiJIoB.

Knaccudukanus wmeronoB kpunrorpaduyeckoro npeoOpasoBanusi. HopmatusHo-
nmpaBoBas 0aza. TpeboBaHUs K MPOTPpaMMHO-aNIapaTHBIM KOMIUIEKCaM ITH(POBAHUSI.
Heo6xonumeie 1 1ocTaToYHbIe (DYHKIIMH allapaTHOTO CPEICTBA KPUIITO3AIIHTEI.
[TocTpoeHne annapaTHbBIX KOMIIOHEHT KPUNTO3AIINUTHI JaHHBIX, CIEIUAIN3NPOBAHHBIC
CBUC kak HocuTenu anroputMa mm@poBaHus. 3amuTa anroputMma mudpoBaHUs;
MPUHIIMIT YyBCTBUTEIHHOM 00JIACTH U MPUHIIMII TJIABHOTO KJTIOYa.

Knaccudukanus mporpaMMHO-alapaTHbIX CPEACTB 3aIlUThl WH(GOPMAIMU B CETIX
nepenayr AaHHbIX. [lpuHIMNBI mocTtpoeHus U (QYHKUMOHUPOBAHHUS MEKCETEBBIX
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9KpaHOB B CETAX Iepeaaun JaHHbIX. [[porpaMMHO-anmnapaTHble CpeICTBA MEKCETEBOIO
HKPAHUPOBAHMUSL.

23. OcHOBHbIE TNPHUHLHMIBI 3alIMTHl MHGOPMAIMKM TpPU TepeAade IO KaHajlaM CBS3H.
ITporpamMHoO-annapaTHbIE CPEACTBA 3AIUUTHI MH(GOPMAIMK IpU NepeJayde 1o KaHanaM
cBsi3u. OCHOBHBIE TNPHHLMIIBI OOHAPYXKEHHsI CEeTeBhIX aTak. OCHOBHBIC MPHHIIUIIBI
3alIUTHI OT CETEBBIX aTaK.

24. OcHOBHbIE NPUHIMIBI YIPaBIeHUs 0€30MacHOCThIO ceTH. IIporpaMMHo-anmnapaTHble
cpeAcTBa ympaBieHus Oe3omacHocThio ceTd. IlltaTHble cpencTBa  ceTEBOro
o0opyaoBaHus, IpelHa3HAueHHbIC JUIS 3alIMThl WHGOpPMAIMK TpPU Iepegade Io
KaHaJlaM CBSI3U

25. OcHoBHble TpUHLIUTIBEI cepTudukarym C3U.

26. HazHaueHnne, BO3MOXXHOCTH M HCIIOJb30BaHue cucTeMbl 3amuThl oT HCJ[ «Secret
Disk».

27. Ha3HaueHne, BOSMOKHOCTH M TIOPAIOK pabOThl C MEPCOHATBHBIMH CPEICTBAMHU
ayTeHTU(UKALWU U 3alMIICHHOr0 XpaHeHus AaHHbIX (USB-kimouu u cMapT-KapThl
eToken).

28. Ha3znaueHue, BO3MOKHOCTH U TOPSIIOK  pabOTBI  C
kpunrorpadudeckoit 3amuTel nHGopmaruu «ITNUITKA.

29. HazHadyeHue, BO3MOKHOCTHU U MOPSAZOK pabOThI ¢ DIEeKTpOHHBIM 3aMKoM "Co0omb".

30. Haznauenue, BO3MOKHOCTH U TIopsiok padotel ¢ C3U «Dallas Locky.

31. HaznaueHue, BO3MOXXHOCTH U TOPSIOK pabOTBl C MPOrpaMMHO-aNIapaTHbIM
KoMruiekcoMm VipNety.

32. CocTaB ¥ OCHOBHBIE (DYHKIIMH IIPOTPaMMHO-aMIapaTHoro komriekca VipNety».

NEepCOHAJIbHBIM  CPECACTBOM

9. CAMOCTOSATEJIBHASA PABOTA CTYJIEHTOB

HasBanue pa3znenoB u tem | Bua camoctosiTenbHON O6bem B | Dopma KOHTPOJIS
paboThI yacax
Paznen 1. OcuoBusble | [ToaroroBka K JeKIuu, Tectsl iepen
NPUHIMIIBL W METOJBI | MOATOTOBKA pedepaTos, JICKIIUEH, DK3aMEH
co3aHus MPOrpaMMHO- | TIOJITOTOBKA K C1a4e
amnmapaTHBIX CPEICTB 00e- | dIK3aMeHa
crieyeHus:  MH(OpMaIMoH-
HoU Oe3omacHocTu. Tema 1. 1
[Ipenmer u 3a1a4u
aucuuruinebel - «IIporpam-
MHO-anmnapaTHble CpeIcTBa
nH(pOpPMAaIMOHHOI Oe30mac-
Hoctu» (ITACOUB)
Pasgen 1. Tema 2. Anamus | [loaroroBka K JeKIIuH, Tectbl nepen
yrpo3  WHGOPMAIMOHHOHN | MOATOTOBKA pedepaTos, 1 JIEKIMEH, SK3aMeH
0e30IMacHOCTH IIOJATOTOBKA K CAa4e
JK3aMeHa
Pasgen 1. Tema 3. Mexa- | [loaroroBka K JeKIIuH, Tectel nepen
HU3MBI 3amuThl. [lonuTHka | ceMuHapy, MOATOTOBKA 1 JIEKIIMEH, TECTHI Ha
0€30MacHOCTH B KOMIIbIO- | pedepaToB, MOATOTOBKA K ceMHHape, K3aMeH
TEPHBIX CHCTEMAaX clade dK3aMeHa
Pasgen 1. Tema 4. OcHoB- | Iloaroroeka K JeKIIuu, Tectel nepen
HbIE TPUHIMNBI B PabOTE | CEMUHApPY, MOATOTOBKA 1 JIEKIIMEH, TECTHI Ha
ITACOUBb pedepaToB, NOATOTOBKA K CEMHHApE, IK3aMEH

dopma A
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cJadyc dK3aMCHa

Pazgen 1. Tema 5. Tumnosas | Iloaroroepka K JeKIuu,
CTpYKTypa ¥ OCHOBHBIC | IOATOTOBKA pedeparos,
¢byukaun [TACOUB IIOATOTOBKA K cIaye
9K3aMeHa

Tectsl iepen
JIEKIIUEH, 3K3aMeH

Pasgen 1. Tema 6. Metons! | [loaroroBka K JeKIuu,
pasrpaHuyeHusl JOCTyla M | CEMUHApY, MOJATOTOBKA
yIpaBJICHUS JOCTYIIOM pedepaToB, MOATOTOBKA K
cllaue dK3aMcHa

Tectbl nepen
JIEKITUEH, TECThI Ha
CEMHHAape, SK3aMEH

Pasgen 1. Tema 7. Metons! | [loaroroBka K JeKIuu,
obOecrieueHrss UAEHTU(UKA- | CEMUHAPY, TOATOTOBKA
UM U ayTeHTU(DUKAUT pedepaToB, MOATOTOBKA K
cayue ’K3aMeHa

Tectbl nepen
JIEKITHEH, TECTHI Ha
CEMUHape, 3K3aMeH

Pasznen 1. Tema 8. Meronas! | [logroroBka K 3aHATHIO,
W CpEeJCTBA XpaHEHUs KO- | MOATOTOBKA pedepaTos,
4eBoii nH(pOpMaIUK MOATrOTOBKA K CEMHUHApY,
nabopaTopHBIM paboTam,
MOJATOTOBKA K cljadue

Tectbl nepen
JIEKITHEH, TECTHI Ha
CeMHHAape, BOMPOCHI
Ha jJabopaTopHOM
pabote, SK3aMeH

nocryna. Tema 9. 3amura
OT HE3aKOHHOro0  KOIMH-
poBaHUA W HCIOJIb30BaHUSA
IpOrpaMm

9K3aMeHa
Pasnen 2. Ilporpammuo- | [logroroska K JeKuuu, Tectsl Iepen
anmaparHble CpeACTBa | CEMHUHApy, MOArOTOBKA JEKIHEH, TECThI Ha
3amMThl  “H(pOpMaMKU OT | pedeparoB, MOATOTOBKA K CEMHHape, 3K3aMeH
HECAHKIIMOHUPOBAHHOTO c/ade sK3aMeHa

Pazgen 2. Tema 10. 3amura | IloaroroBka K JeKIuu,
OT PAa3spylIAOIIMX MpO- | CEMUHAPY, MOATOTOBKA
IpPaMMHBIX BO3ACUCTBUI U | pedepaToB, MOATOTOBKA K
U3Y4YCHMsI KOJIa IPOrpaMM | cllaye dK3aMeHa

Tectel nepen
JIEKITHEH, TECTHI Ha
CEMUHape, 3K3aMeH

Pasnen 2. Tema 11. | IloaroroBka K JeKIIHH,
OcCHOBHBIE TOAXONBl K 3a- | CECMUHAPY, MOATOTOBKA
muTe gaHaeix ot HCJJ pedeparoB, MOATOTOBKA K

CcJa4dec dK3aMCHa

Tectbl nepen
JIEKITHEH, TECTHI Ha
CEMUHape, 3K3aMeH

Paspen 2. Tema 12. Omn- | IlogroroBka K 3aHSATHIO,
penenenne (Qakra J0cTymna | MOArOTOBKA pedepaTos,
K ¢aitiam. JlocTyn K JaH- | HOATOTOBKA K

HBIM CO CTOPOHHI TIpoliecca | 1abopaTopHBIM paboTam,
MOJITOTOBKA K cJ1aue
JK3aMeHa

Tectbl nepen
JIEKITHEH, TECTHI Ha
CeMHHAape, BOMPOCHI
Ha jJabopaTopHOM
pabote, SK3aMeH

Paspnen 2. Tema 13. Oco- | IlogroroBka k 3aHATHIO,
OCHHOCTH 3alllUTHl JIAHHBIX | TOATOTOBKA pedepaTos,
OT U3MEHEHUS MOJITOTOBKA K
nabopaTopHBIM paboTam,
MOJTOTOBKA K cl1aue
JK3aMeHa

Tectbl nepen
JIEKITHEH, TECTHI Ha
CeMHHAape, BOMPOCHI
Ha jJabopaTopHOM
pabote, SK3aMeH

Pasnpen 2. Tema  14. | IlogroroBka K 3aHSATHIO,
OCHOBHBIE CpEACTBa KPHI- | MOATOTOBKA pedepaTos,

Tectel nepen
JIEKITHEH, TECThI Ha

dopma A
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TOrpaduIeCcKOi 3aIIUThI

MOJTOTOBKA K CEMUHAPY,
nabopaTopHBIM paboTam,
MOJTOTOBKA K cl1aue
JK3aMeHa

CEeMHUHape, BOIPOCHI
Ha jJabopaTopHOM
pabote, SK3aMeH

Pazgen 2. Tema 15.
ITACOUBb B CeTIX
nepenavyn JaHHBIX.

ITonroroBka K 3aHSTHIO,
MOATOTOBKA pedepaTos,
MOJTOTOBKA K CEMUHAPY,
nabopaTopHBIM paboTam,
MOJTOTOBKA K cl1aue
JK3aMeHa

Tectel nepen
JIEKITHUEH, TECTHI Ha
CEeMHHAape, BOMPOCHI
Ha jJabopaTopHOM
pabote, SK3aMeH

Paznen 2. Tema 16. Yopas-
JieHrne Oe30IacHOCTBIO Ce-
™

IloaroToBka K JeKIUU,
CEMHUHapY, MOATOTOBKA
pedeparoB, TOATOTOBKA K
claye sK3aMeHa

Tectbl nepen
JIEKITHEH, TECTHI Ha
CEMUHape, 3K3aMeH

Pazgen 2. Tema 17.

IToaroroBka K JEKIIHH,

Tectsl iepen

Ceprudukanus C31 CEMUHApy, OATOTOBKA JIEKIIMEH, TECTHI Ha
pedepaToB, MOATOTOBKA K CEMHMHape, K3aMeH
caue 3K3aMeHa
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11. VYEBHO-METOJINYECKOE U THOGOPMAIIMOHHOE OBECITEYEHUE
TACIATITAHBI

a) CniMcok peKoMeHyeMoil JINTepaTyphbl:

OCHOBHasl

1. dymkun A.B., [IporpamMmMHO-amnmapaTHbie CpeacTBa oOecrieueHus] MHPOPMAIIMOHHON
6e3omacHocT: YueOHoe mocobue ams By3oB / A.B. Jlymkun, O.M. bapcykos, E.B. Kpasios,
K.B. CnaBuos. [lox penakuueit A.B. Jlymikuna - M.: I'opsiuas nunaus - Tenekom, 2016. - 248 c. -
ISBN 978-5-9912-0470-5 — URL: http://www.studentlibrary.ru/book/ISBN9785991204705.html

2. byzo T'.A., 3amwura uHHQOpPMALMU OrPAHMYEHHOIO JOCTyHa OT YTEYKH IO
texaudeckuM kanainam/ ['.A. by3oB - M.: ['opsiuas nunus - Tenexkom, 2015. — 586 c. - ISBN 978-
5-9912-0424-8 — URL: http://www.studentlibrary.ru/book/ISBN9785991204248.html

AOMOJTHUTEIbHASA

1. BbysoB T.A., [IlpakTuueckoe pyKOBOJICTBO TIO BBISBICHUIO CIEIUATBHBIX
TEXHUUYECKUX CpPEACTB HECAHKIIMOHUPOBAHHOTO TMOJXy4YeHHs HHpopManuu [DIEKTPOHHBIH
pecypc] / By3zoB I'.A. - M.: T'opstgast nmunus - Tenexom, 2010. - 240 c. - ISBN 978-5-9912-0121-6
— URL: http://www.studentlibrary.ru/book/ISBN9785991201216.html.

2. Hexommepueckas untepHet-Bepeus CIIC "KoncynpranTtlnroc":

2.1 3akon Poccuiickoit ®enepaunu ot 21.07.1993 Ne 5485-1 «O rocynapCTBEHHOM
taitne». — URL: http://www.consultant.ru/document/cons_doc_ LAW_2481/

2.2 ®enepanbHbiii 3akoH oT 27 wurons 2006 1. Ne 149 - ®3 «O6 wunpopmanuu,
UH(POPMALIMOHHBIX TEXHOIOTHUAX u 0 3a11uTe UHPOPMALITN — URL:
http://www.consultant.ru/document/cons_doc LAW_61798/

2.3 JloktpuHa wuHpopMaMoHHON Oe3omacHoctu Poccuiickoit ®enepanuu  (Yka3
[Ipesunenta P® or 05.12.2016 N 646 "OO6 ytBepxnaenun JloKTpuHBI WHGOOPMAITMOHHON
0€3011aCHOCTH Poccuiickoit ®enepauun")— URL:
http://www.consultant.ru/document/cons_doc LAW_ 208191/

2.4 ®enepanbublii 3akoH 0T 06.04.2011 N 63-®3 «O06 snexrponnoii moanucu» — URL:
http://www.consultant.ru/document/cons_doc_ LAW_112701/

3. TOCT P HMCO/MDBK 27002-2012 HudopmanmonHas TexHojgorus. Meronsl
cpenctBa obecrnieueHust 6ezonacHocTi. CBosl HOpM U mpaBmil MeHemkMmerTa. ['OCT-Dkcenepr -
enunas 6a3za [OCToB Poccuiickoit @enepannu s o6pazoBanust U npombinuieHHOCTH. — URL:
http://gostexpert.ru/gost/gost-27002-2012

4. Comonckasi, O. U. CpencrBa 3amutel uHGOpManuu : ydebHoe mocodbme / O. U.

Cononckas. —  HoBocubupck  :  CuOuUpcKMil ~ TOCYIapCTBEHHBI  YHHUBEPCUTET
TeJleKoOMMyHUKaii U ungopmatuxu, 2021. — 89 c. — Tekcer : anexrponHsiit // Ludposoii
o0pasoBaTenbHbBIN pecypc IPR SMART : [caiiT]. — URL:

https://www.iprbookshop.ru/117115.html

yuyeOHO-MeTOoAn4ecKast

1. MBanmoB A. M. MeTtonuueckne yKazaHHs JUIsl CAMOCTOSITEIIBHOW paOOThI CTYJECHTOB
no nucruruinae «lIporpaMMmHO-anmapaTHeIe CPEeACTBA 3alUTHI WHGOOPMALMKW» NI CTYACHTOB
crenpanurera o crnenuanbHocTu 10.05.03 ounoit hopmbl oOyueHust / A. M. Msannos; Yal'V,
OMUUAT. - VYawsHoBck: Ynl'V, 2021. - 22 c. - HeomybnukoBauHubiii pecypc. - URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/10728

CornacoBaHo:
Benymmii cnemmamict HB Yul'Y / Tepexuna JI.A. / K/Z'/\/ / 04.05.2023 /
JOJKHOCTh COTPYIHUKA HAyYHOU OMOTHMOTEKH ®UO ToJmICh nata
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0) [IporpammHoe o0ecnieueHne
- onteparmonHas cpena OC Windows/ Anst PaGouas cranmus 8;
- Microsoft Office / MoiitO¢duc CtanmapTHBIN.

B) IIpodeccuonasbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. D1eKTPOHHO-0UO0JINOTEYHbIE CHCTEMBbI:

1.1. Hudposoit obpazoBarenbHbiii pecypc I[PRsmart : snexTpoHHO-OMOIMOTEUYHAS
cucrema : caiitr / OOO Kowmnanus «A# Ilm Ap Menuay. - Caparos, [2023]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmjsi 3aperucTpup. mojib3oBarenieid. - TeKcCT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHbI pecype, dIEKTPOHHAS
oubamorexa : caiit / OO0 DyekTponHOE H31aTenbcTBO «FOPAMTY. — Mocksa, [2023]. - URL:
https://urait.ru. — Pesxum goctyma: it 3aperucTpup. mojab30Bareiie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (ObC «KouncynbTant
CTYJICHTa») : JEKTPOHHO-OubamoTeunas cucrema : cat / OO0 «Ilomurexpecype». — MockBa,
[2023]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexum npocryma: s
3aperucTpup. Mojap3oBaTenaei. — TEKCT : 3IEKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEIUIIMHCKAsE OMOIMOTeKa : 6a3a TaHHBIX : CANT /
OOO «Bepicmiag 1mIKoJIa OpraHu3allid H  YIPABICHUS 3ApaBOOXpaHeHUEM-KOoMIIEKCHBIN
MEAMIMHCKUI KOHCanTUHT». — Mocksa, [2023]. — URL: https://www.rosmedlib.ru. — Pexxum
JIOCTyNa: JIJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. bonpmias MegUIIMHCKas OUOINOTEKA : DIEKTPOHHO-OMOIMOTEUHAs CUCTEMA : CalT /
00O «bykam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexum
JIOCTyNa: IJIsl 3aPETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.6. OBC Jlanp : snekTpoHHO-OMOMMOTeuHast cuctema : cat / OO0 DBbC «Jlanpy. —
Cankr-IlerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum mgoctyma: amsi 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEeKTPOHHBIM.

1.7. OBC Znanium.com : 351eKTpOHHO-O0nOIMoTeyHas cuctema : caiit / OO0 «3HaHIYMY.
- Mocksa, [2023]. - URL: http://znanium.com . — Pexxum poctyma : mjis 3aperucTpup.
[I0JIB30BAaTENEH. - TEKCT @ JJIEKTPOHHBIN.

2. KoncyastantIlinwc [DnekTpoHHBIN pecypc]: cipaBouHas mpaBoBas cuctema. / OO0
«Koncynprant ITntocy - DnekTpoH. naH. - Mocksa : Koncynsrantllmoc, [2023].

3. ba3bl JaHHBIX NEPUOANYECKUX U3TAHUIL:

3.1. eLIBRARY.RU: nayunas snektponHas Oubnuoteka : caiit / OOO «Hayunas
OnekrpoHHas bubnuoreka». — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum moctyna :
JUJIs aBTOPHU3. TTOJIb30BaTeNei. — TEKCT : AJIEKTPOHHBIN

3.2. DnextponHas 6ubmuoreka «M3narensckoro noma «I'pedennukoB» (Grebinnikon) :
anexkTpoHHass Oubmmoreka / OOO W]l «I'pebennukoB». — Mocka, [2023]. — URL:
https://id2.action-media.ru/Personal/Products. — Pexxum goctyma : j1sl aBTOpH3. MOJIb30BATENICH.
— TeKCT : 3JEeKTPOHHBINU.

4. ®epepanbHas rocymapcTBeHHas uHGopManMoHHas cucrema «HanmoHanbHas
3JICKTPOHHAsT OMOIMOTEKay : ANeKTpoHHas oubnuoTteka : caiit / ®I'BY PI'b. — Mocksa, [2023]. —
URL: https://H36.pd. — Pexxum moctyma : uist mosib3oBareneii HaydHoi oubnmoreku. — Tekcr :
3JIEKTPOHHBIMN.

5. Poccuiickoe oOpa3zoBanue : (heaepanbublii nopran / yupeaureinb OI'AY «OULTO». —
URL: http://www.edu.ru. — TekcT : 37€KTPOHHBIMA.

6. DnexTpoHHast 6ubnuoreynas cucrema Yiul'V : Monynb «DleKTpoHHas OUOIHOTEKa»
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ABUC Mera-ITPO / OO0 «Jlara Dkcmpeccy». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JIS TIOJIb30BaTeNield HayqYHOU OMOMMOTekH. — TEKCT : AIeKTPOHHBIH.

p
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI:

AyauTopuu JUIsl TIPOBEJCHUS JIEKIMH, CEMHHAPCKUX, JTAOOpaTOpHBIX 3aHaTHit: 3/317,
2/246.

Ayautopus 2/240 yKOMIUIEKTOBaHA CHCIHATM3UPOBAHHOW MeOebl0, y4eOHON TOCKOM,
UMEIOTCS MYJbT MYJBTUMEAUNHBIE CPEACTBA: KOMIIBIOTEP W MPOEKTOp; HCIONb3YIOTCA
MynbTUMeANITHBIE TexHonoruu. MS Office, Internet Explorer, Power Point, MS Excel.

Hcnonb3zyeMble TEXHUUECKHE CPECTBA!

- cucTeMa 3alIuThl KOH(GUISHIMATbHON HH(pOpMAIK U TEPCOHANTBHBIX TaHHBIX «Secret
Disk;

- 3JEKTpOHHBIH 3aMOK "C0060b";

- TIepPCOHAJIbHBIC CPEJCTBA AyTCHTU(DUKAIIMH U 3aIUIIEHHOTO XpaHeHUs JaHHbIX - USB-
KJIIOYM U cMapT-KapTel eToken;

- cucrema 3ammThl oT HCJI «Dallas Lock»;

- MEepPCOHAIBHOE CPEACTBO KpunTorpaduueckoi 3amutbl nHbopmarmu «LIUTTKA;

- IPOrpaMMHO-AIMAapaTHRINA KoMIuieKe VipNet».

13. CHEIJMAJIBHBIE YCJIOBUA JJIAA OBYYAIOIIIUXCSA
C O'PAHUYEHHBIMU BO3MOKHOCTAMMU 3/10POBbs

B cnyyae HeoOXoguMmocTH, o0OydYaloUMMCS M3 4YHCIa JIMI C OTrPaHUYCHHBIMU
BO3MOXHOCTSIMM 3/0pOBbsSI (110 3asBJICHUIO OOYy4aroIIMMCS) MOTYT MpeanaraTbCs OJHU U3
CIICAYIOUIMX BapUaHTOB BOCHPHUATHSI HMHGOPMAIMM C YYETOM UX HHIUBHIYaJbHBIX
NCUXO(PHU3NUECKUX BO3MOKHOCTEH:

— i JMI ¢ HapyluleHHeM 3peHus: B (GopMe DJIEKTPOHHOIO  JTOKYMEHTA,
WH/IMBU/yaJIbHbIE KOHCYJBTAIlUU C MIPUBJICYICHUEM THU(IOCYPIOTIEPEBOAUNKA, HHANBUYaIbHbIC
3aJJaHUs U KOHCYJIbTALINS;

— JUIs JIML ¢ HAapyLIEHUEM CilyXa: B (popMe AJIEKTPOHHOIO JOKYMEHTa, HHIUBUAYaJIbHbIE
KOHCYJbTallMM C IPHUBJICYECHUEM CypJONEPEBOAUMKA, WHAMBUAyAJIbHbIE 33JaHUS U
KOHCYJIbTaIHS;

— JUI JIMI C HapylIEHHEM OIOPHO-IBUTATEIILHOTO ammapara: B (opMe 3JIEKTPOHHOTO
JIOKYMEHTa, UHIUBUAyaJIbHbIC 331aHUS U KOHCYJIbTALUS.

B cnyyae HEOOXOOUMOCTH  HCIOJIB30BAaHMS B y4yeOHOM Tpolecce YacTh4-
HO/MCKIIIOYHUTENIBHO JUCTAHIIMOHHBIX 00pa30BaTENIbHBIX TEXHOJIOTUWH, OpraHM3aunus padoThl
MIIC ¢ oOyuatomumucs ¢ OB3 u nHBanugamMu npeaycMaTpuBaeTCs B 3JIEKTPOHHON nH(opMa-
IIIOHHO-00Pa30BaTENbHON Cpeie ¢ YYETOM MX MHIUBHUAYAIbHBIX NCUXO(PU3UUYECKUX OCOOEHHO-
CTEH.

Paspuﬁo*rtm@ ) -~ jouet kadenpsl MBannor Amnnapeit Muxaiinopuy
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JIUCT UBMEHEHUU
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11. YYEBHO-METOJUYECKOE U UH®OPMALIMOHHOE OBECIEYEHHUE
JACIUATLITAHBI

B) [IpodeccuonanbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DJ1IeKTPOHHO-0U0IHOTEYHbIE CUCTEMBI:

1.1. Iludposoii obpazoBatenbHbIil pecypc IPRsmart : anexTpoHHO-O0MOIMOTEYHAS CCTEMA

caur / OOO Komnanusa «Au Ilm Ap Meagma». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexum moctyna: s 3apeructpup. noib3oBareneid. - Teker :
3JIEKTPOHHBIMN.

1.2. O6pazoBarensnas mwiatrhpopma FOPAMT : oGpasoBaTenbHbll pecypc, dIEKTPOHHAs
6ubamorexa : caiit / OO0 DrekTporHOe H3maTenbeTBO «FOPAUTY. — Mocksa, [2024]. - URL:
https://urait.ru . — Pexxum octyma: ajist 3aperucTpyp. Mojib30BaTesei. - TeKCT : AIeKTPOHHBIN.

1.3. ba3a nannbpIx «2nexkTpoHHas Oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYACHTa») : NEKTPOHHO-OMOMMoTeyHas cuctema : cailt / OO0 «llonmurexpecype». — Mocksa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum goctyna: ajis 3aperucTpup.
[I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTpOHHAs METUIIMHCKAs: OnOimoTeka : 0a3a JaHHbBIX : cauT /
OOO «Bspicmiag mkojsa OpraHuM3allMd W YOPaBIEHUS 3ApaBoOXpaHEeHHEM-KOMIUIEKCHBIN
MEIUIIMHCKUN KOHcaaTUHI». — MockBa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonpmias MeguinHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O «byxkam». — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum noctyma:
JUISL 3apETUCTPUP. MOJb30BaTENEh. — TEKCT : JJIEKTPOHHBIN.

1.6. OBC Jlansb : anekrporHO-0ubIHOTEUHAas cucteMa : caidT / OO0 DBC «Jlauby. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum mocTyma: st 3apeructpup.
II0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. 3BC Znanium.com : 371eKTpoHHO-OMOHOoTeuHas cuctema : cat / OO0 «3HaHmyMY.
- Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngoctyma : Ui 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBIH.

2. Koncyabsrantllimioc [DnekTpoHHBIN pecypc]: cripaBodHas npaBosas cucrema. / OO0
«Koncynprant [lntoc» - Dnektpon. nad. - Mocksa : Koncynsrantllntoc, [2024].

3. eLIBRARY.RU: nayunas snextpoHHas Oubimoreka : caiit / OOO «Hayunas
OnektponHas bubmuoreka». — Mocksa, [2024]. — URL: http://elibrary.ru. — Pexxum noctyna : s
aBTOPU3. NIOJIb30BATENEH. — TEKCT : DIEKTPOHHBIN

4. M@enepajbHasi rocyaapcrseHHass uHpopManuoHHas cucrema «HanumoHnanbHas
3J1eKTPOHHAs1 OUOIMOTeKay : dNIeKTpoHHAasA OnbimoTeka : caiit / ®I'BY PI'b. — Mockaa, [2024].
— URL: https://a36.pd. — Pexxum noctyna : s monbp3oBarenell HayqdHou OnbmnoTexu. — Tekcr :
AJIEKTPOHHBIN.

5. Poccuiickoe o0pa3zoBanue : henepanpHbiii nopran / yapeautenb OI'AY «DULTO». —
URL: http://www.edu.ru. — TekcT : 371€KTPOHHBIH.

6. daexTponHasi onbauoTeunasi cucrema Yal'y : Moayns «3nekTpoHHas OMOIHOTEKA»
ABUC Mera-ITPO / OO0 «Jlara Dkcmpeccy». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JJIsl TIOJIb30BaTeNield HayqYHOU OMOMMOTekH. — TEKCT : AJIEeKTPOHHBIN.
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